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Premise: Every day businesses attempt to
protect their intellectual property, proprigtary
information and network systems froma mul-
titude of threats, while delicately balancing
the need to provide and ensure appropriate
application and resource accessto customers
and employees. One way to mitigate the
problemisto subject all attemptsto access
the network to a verification and validation
process, and then allow or limit accessto
resources as necessary.

( : itrix Systems, Inc. commissioned
The Tolly Group to evduate its

Citrix Access Gateway, an SSL/VPN appli-
ance that provides a secure, dways-on, sin-
gle point of access for applications and
resources. The Tolly Group was asked to
compare the Citrix Access Gateway (apre-
release version, which subsequently
shipped as version 4.2) performance against
aJuniper Networks NetScreen SA-1000, a
remote access security device serving
small-to-medium-sized companies.

Tolly Group engineers performed severd
tests to compare each SSL/VPN appliance.
The performance of running common busi-
ness tasks remotely over Citrix Presentation
Server 4, specificaly file transfer, remote
printing and PowerPoint presentations, was
measured by computing the elapsed time (in
seconds) and bytes sent. In thistest, each task
was run separately per remote session and per
network type. Lastly, Tolly Group engineers
examined the effectiveness of endpoint secu-
rity when aclient is connected through the
SSL/VPN appliance. All tests utilized the
Etheredl Network Protocol Andyzer (version
0.10.13) to capture and analyze the traffic.
Testing was performed from November
2005 through January 2006.
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Test Highlights

QO Citrix Access Gateway provides the best performance and end-user
experience with Citrix Presentation Server when compared to Juniper
NetScreen SA-1000.

QO Citrix Access Gateway is significantly more efficient in utilizing the
underlying bandwidth than Juniper NetScreen SA-1000, as much as
400% better when supporting print, file transfer and PowerPoint operations
with Citrix Presentation Server.

O Citrix Access Gateway completes the print, file transfer and PowerPoint
operations 2X to 4X faster than the Juniper NetScreen SA-1000 when test-
ed with Citrix Presentation Server.

O Citrix Access Gateway Advanced Access control uses login end-point
analysis to decrease the potential of user session data being compromised.
When used with Citrix Presentation Server, it offers a high level of security
for intellectual property containment.

Average Throughput (Kbps) to Print a 800 KB PowerPoint
Presentation Through an SSL/VPN Tunnel over Two

Network Types Supporting Citrix Presentation Server 4
as Reported by Ethereal version 0.10.13
(Higher numbers are better)
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Test results show that the Citrix Access
Gateway 4.2 offerslow latency in per-
forming norma businesstasks and
applications and alows for multiple
gpplicationsto run seamlesdy. The
Citrix Access Gateway 4.2 performs
integrated endpoint scanning. It verifies
the identity and validity of the user at
login, then vaidates and controlsthe
alowable session access. |n addition,
the Citrix Access Gateway 4.2 provides
aunique, centrally administered end-
point security feature that limitsauser’s
accessto “user shared” filesthat are
read-only, and ensuresthat .exe and

.zip filesare not executed. When cou-
pled with access paliciesin Citrix
Presentation Server 4, security and
access administrators can completely
ensure that no intellectua property
leaves the corporate network even
when accessed remotely through the
Citrix Access Gateway.

RESULTS

REMOTE PRINTING

In thistest scenario, engineers printed
an 800-KB PowerPoint filein a Citrix
Presentation Server session acrossan
SSL/VPN tunnel supported over Smu-
lated ADSL and satellite connections.

Tolly Group engineersfound that while
processing arange of 1.9 millionto 2
million bytes, the Citrix Access
Gateway 4.2 experienced an average
throughput of 220 KbpsviaADSL and
an average throughput of 200 Kbpsvia
satellite. (See Figure 1.) The Juniper
NetScreen SA-1000 experienced aver-
age throughput of 50 Kbpsfor each test.

When examining elgpsed timein sec-
onds, the Citrix Access Gateway 4.2
was significantly faster at an average
rate of 73 secondsto complete the
remote printing task viaDSL and 76
seconds viasatellite, versus the Juniper
NetScreen SA-1000's average times of
329 seconds viaDSL and 358 seconds
viasatdlite. In effect, this showsthat
the Citrix Access Gateway 4.2 was able
to transmit more than 4X more on
datain lessthan aquarter of thetime
required by the Juniper NetScreen
SA-1000.
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CITRIX ACCESS GATEWAY 4.2

Elapsed Time (Seconds) While Transferring a 5-MB Word
Document File Through an SSL/VPN Tunnel over Two

Network Types Supporting Citrix Presentation Server 4
as Reported by Ethereal version 0.10.13
(Lower numbers are better)
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Figure 2

Elapsed time (seconds)

Elapsed Time (Seconds) to View a 300-KB PowerPoint
Presentation Through an SSL/VPN Tunnel over Two
Network Types Supporting Citrix Presentation Server 4

as Reported by Ethereal version 0.10.13
(Lower numbers are better)
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FILE TRANSFERS

In thistest scenario, Tolly Group engi-
neerstransferred a 5SMB Microsoft
Word file from the server to the client
in aremote Citrix Presentation Server
session across the SSL/VPN tunnel
supported over simulated ADSL and
satellite connections.

Tolly Group engineers found that
while processing arange of 1 million
to 1.05 million bytes, the Citrix
Access Gateway 4.2 achieved average
throughput of 270 KbpsviaDSL

and average throughput of 120 Kbps
via satellite. For the same processing
range, the Juniper NetScreen SA-
1000 processed average throughput

of 60 Kbps and 50 Kbps, respectively.

Again, the Citrix Access Gateway
4.2 achieved more than 4X the
throughput of the NetScreen device,
often in about one-quarter of the
time. (See Figure 2.)

POWERPOINT
PRESENTATIONS

For this test, engineers ran a 300K B,
eight-slide PowerPoint presentation
in a Citrix Presentation Server ses-
sion across the SSL/VPN tunnel
over simulated ADSL and satellite
connections.

Tests show that Citrix Access
Gateway 4.2 achieved 140 Kbps of
throughput while processing the
PowerPoint in 99 seconds over the
simulated ADSL. When run over the
simulated satellite link, Citrix Access
Gateway 4.2 achieved throughput of
70 Kbps and required 175 seconds to
run the PowerPoint.

By contrast, the Juniper NetScreen
SA-1000 generated just 30 Kbps

of throughput and reguired 336
seconds to process the file over the
ADSL link. For the satellite scenario,
the Juniper NetScreen SA-1000
appliance generated throughput of
40 Kbps and required 319 secondsto
run the PowerPoint. (See Figure 3.)
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This amounts to more than 4X higher
throughput for the Citrix Access
Gateway 4.2, and about two-thirds
less time to run the PowerPoint than
the Juniper NetScreen SA-1000.

END-USER SECURITY
COMPARISON

The Juniper NetScreen SA-1000
utilizes end-point security capabili-
ties such as session cleanup of
browser history, browser cookies,
temporary Internet files, downloaded
files, autocompleted passwords

and removal regardless of session
termination clause; plusit offers
explicit logoff, timeout and browser
closing. All of these occur after

the client either logged off the ses-
sion, or the session time-out has
been reached.

The Citrix Access Gateway 4.2 takes
adifferent but equally effective
approach to security. The appliance
evaluates aclient device asit attempts
tologin. Theclient PC is scanned for
attributes such as user status (admin or
non-admin), browser version, operat-
ing system versions, and antivirus/
security version installed.

Depending upon the profile of the
client device, Citrix Access Gateway
4.2 not only grants controlled access
based upon corporate security policies
for the client type assessed, but also
grantsvarying levels of user-allowed
actions with regards to the data
accessed, such aswhether or not afile
can be downloaded or must only be
viewed within a server based session,
or perhaps whether the data can be
printed or not. In thisway, users who
are granted access are alowed to view
documents and other info, without the
files or data being downloaded onto
the client device.

Moreover, administrators have the
option to control the Citrix Presentation
Server 4 session properties at avery
granular level (control accessto
client PC hard drive, client printers,
etc.) to restrict usage of documents
and other datato “view only” mode.

CITRIX ACCESS GATEWAY 4.2

Citrix Systems,
Inc.

Citrix Access
Gateway 4.2
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Citrix Systems, Inc.
Citrix Access Gateway 4.2
Product Specifications*

ccess Gateway Client

Automatic download and update
Hidesinternal |P addresses from routing
table (prevents worm traversal)
Split-tunneling control

Integrated end-point scanning

Automatic reconnection and session reliability
Deploys with or without PC admin rights

uthentication

Username/password

Microsoft Active Directory
Client-side digital certificates

RSA Securl D® tokens

Secure Computing SafeWord® tokens
LDAP

RADIUS

Encryption

©)
O
O

Session length: 128 bit, 168 bit
Ciphers: RC4, 3DES
Hash: MD5, SHA1

Redundancy

©)

©)

Supports up to four configured failover gate-
ways

Support for industry-standard external load
balancers

Management and Reporting

0000

Logging to remote SY SLOG server
SNMP integration

Workstation based Administration Tool
Centrally manage multiple appliances
Citrix Access Suite management console
integration

For moreinformation contact:
Citrix Systems, Inc.

851 West Cypress Creek Road
Fort Lauderdale, FL 33308
Phone: (954) 267-3000
Toll-Free: (800) 424-8749

Fax: (954) 267-9319

URL: http://www.citrix.com

*Vendor-supplied information not verified by
The Tolly Group
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Test Bed Diagram

IBM IntelliStation M Pro
Windows Server 2003
Enterprise Edition

(DNS and Active Directory
Domain Controller)

IBM eServer xSeries 305
Windows Server 2003
Enterprise Edition

(Citrix Access Gateway
Advanced Access
Control Server)

Compag ProLiant DL360

Windows Server 2003

Enterprise Edition
o Citrix Presentation Server (ver. 4.0)
*Web Server IIS (ver. 6.0)

Dell PowerConnect
5324 24-port switch

Citrix Access Gateway 4.2
(a pre-release version tested)

Dell iner[)

5224 24-port switch

(ver. 5.0R1 - build 8555)

IBM ThinkPad T40
Windows XP Professional
Ethereal Protocol Analyzer
(ver. 0.10.13)

EQUIPMENT ACQUISITION AND
SUPPORT

Tolly Group engineerstested Citrix Access Gateway
(apre-rdease verson that shipped asVerson 4.2).
The Citrix Access Gateway 4.2 and Juniper
Networks NetScreen-SA 1000 (version 5.0R1) were
provided by the project sponsor. Tolly Group engi-
neers noted that the Juniper appliance has been on
the market for sometime and isreadily available for
purchase. Both appliances were configured for
SSL/VPN with encryption agorithm settings for
the Citrix appliance supporting RSA, RC4, 128-hit,
MD?5 and the Juniper appliance supporting AESY
SHA1 (128-hit). While the Citrix protocol settings
were SSLv3, the Juniper protocol settings were ESP

(Encapsulating Security Payload).

TheTolly Group verified product rlease levelsand
shared test configurations with the vendorsin order
to give them an opportunity to optimize their devices
for the tests. Juniper elected not to respond to Tolly
Group'sinvitation to participate in the test.

Simulated link speeds:

« ADSL
(1.544 Mbps/256 Kbps)
100 ms latency
o Satellite
(612 Kbps)
500 ms latency

WAN Emulator/
IP Wave 3.0

. Dell Dimension 2350
Windows XP Professional (SP2)

Source: The Tolly Group, January 2006 Figure 4

The Tolly Group gratefully acknowledges the providers of test equipment used in this project.

Product Web address
Network Protocol Analyzer (ver. 0.10.13) http://www.ethereal.com

Vendor
Ethereal

TERMS OF USAGE
USE THISDOCUMENT ONLY IFYOU AGREE TO THE TERMSLISTED HEREIN.

This document is provided, free-of-charge, to help you understand
whether a given product, technology or service merits additional investi-
gation for your particular needs. Any decision to purchase must be based
on your own assessment of suitability.

This evaluation was focused on illustrating specific features and/or per-
formance of the product(s) and was conducted under controlled, |abora-
tory conditions and certain tests may have been tailored to reflect perfor-
mance under ideal conditions; performance may vary under real-world
conditions. Users should run tests based on their own real-world scenar-
ios to validate performance for their own networks. Commercially rea-
sonabl e efforts were made to ensure the accuracy of the data contained
herein but errors and/or oversights can occur.

The test/audit documented herein may also rely on various test tools the
accuracy of which is beyond our control. Furthermore, the document
relies on certain representations by the sponsor that are beyond our con-
trol to verify. Among these is that the software/hardware tested is pro-
duction or production track and is, or will be, available in equivalent or
better form to commercial customers.

The Tolly Group provides a fee-based service to assist users in under-
standing the applicability of agiven test scenario to their specific needs.
Contact us for information.

When foreign trandations exist, the English document is considered
authoritative. To assure accuracy, only use documents downloaded
directly from The Tolly Group's Web site.

PROJECT PROFILE

Sponsor: Citrix Systems, Inc.
Document number: 206123
Product class: SSL/VPN gateway
Products under test:
e  Citrix Access Gateway Version (apre-rdease
version that shipped as Version 4.2) with Advanced

Access Control
e  Juniper Networks NetScreen-SA 1000

Softwar e status. Generally available.
Testing window: November 2005 — January 2006

For more information on this document, or other services
offered by The Tolly Group, visit our World Wide Web site at
http://www.tolly.com, send E-mail to sales@tolly.com, call
(561) 391-5610.

Information technology is an area of rapid growth and constant change. The Tolly Group conducts engineering-caliber testing in an effort to provide
the internetworking industry with valuable information on current products and technology. While great careis taken to assure utmost accuracy, mis-
takes can occur. In no event shall The Tolly Group be liable for damages of any kind including direct, indirect, special, incidental, and consequential
damages which may result from the use of information contained in this document. All trademarks are the property of their respective owners.
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